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GOOSE on Station Bus
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publishing multiple GOOSE
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multiple GOOSE control blocks
from other devices in the
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 Large substations can have many
hundreds of publish-subscribe
relationships between devices
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New Applications of GOOSE: Wide Area Protection
with Routable GOOSE (R-GOOSE)

* R-GOOSE uses IP Multicast
services letting the routers
determine the paths

e Publish/subscribe
relationship are harder to
determine

* Physical access to
communicating peers is not
available



The Challenge of GOOSE

* With messages being transmitted as fast as 4-10 ms per message it
can be very difficult for the substation engineer to debug these

systems using traditional network monitoring or by monitoring a
single device

* Looking at messages does not indicate if the devices that should be
processing those messages are, in fact, processing those messages

* With R-GOOSE moving from device to device is not practical
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The GOOSE Monitor Solution

* The GOOSE Monitor is designed to provide an intuitive
visualization of the real-time GOOSE messaging occurring on

station bus that enables the engineer to quickly identify what
is working and what is not working

* Allows the engineer to cut through the complexity and focus
their attention on where the problems are
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GOOSE Monitor Provides Answers

 Are GOOSE messages being published as expected?
 Are GOOSE messages being received by the |IEDs as expected?
 What data is being published in each GOOSE message?

e |s the flow of GOOSE messages as expected?

e Are their simulated GOOSE messages on the network?
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GOOSE Monitor Visualization

GOOSE configuration is automatically
generated from SCD file:

— Graph diagram
— LGOS subscriptions
— Addressing, etc.

* Pub/Sub colors (user configurable)
represent GOOSE traffic (Pub) and
LGOS state (Sub)

* Node colors (devices) state of GOOSE
subscriptions via LGOS

* Edge colors (arrows) represent GOOSE
messaging/traffic state

7 © Copyright 2018 SISCO. All Rights Reserved

(AR SN =R N Y

AST] Bvap) 1

] @bnay) 0000000000CC0

1 Pos stValST| @hiney) 10
1]

5T) BRAvay)

/aIST) @ity 10

AST) (Bbnay)

OpEx gererelST] [Booleen) F ke
-+ IED Device RBAF1 OpEx alST) BHAney) 0000000000000
=+ IED1Desice1 PTRCY Tr geraralST) Bocken) Fatse
< IED1Device! PTRCY. Tr.ofST] @itay)

425 gockind st [sphlame = "4P1")

YiE

Publication States: © Al Ssen - Sce Seen @ Nore Seen & Some cr Al Srudsted
‘Subscription States: @ Al Actve - Some Altie @ None Adive @ LGOS Mot Supported
20180417 155457.758 Startig LGOS Paling Treead

20180417 15 54.56.908 SCL version = 2007 revison = B Assuming 61850 Edton 2.
20180417 15.54.56.530 SCL vession = 2007 revison » B Assuming 61890 Edicn 2
20180417 155458.950 0L 2007 revieion = B Assuming 61950 Ediion 2.
20190417 155458 966 SCL vession = 2007 revision « B Assusing 61950 Edton 2.
20180417 155450.982 SCL vession = 2007 revision = B Assuming 61850 Editon 2
NBG17 155458405 T

AIEDs € ¢ 11 >
Node states: MR MIRBARRRTRIIN wbicn Soog Ated on
Good tdge Stotes: Adive, Inactive 0 Soirca Bad tdoe stotes: [XTRTITI AT

GOOSE
Traffic
Monitoring

S
SISCO h
&

@



GOOSE Monitor — Device 2 a Problem?
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Click on Device 2 and details
are brought up.

Right click on Device 2 to
enable “Beep Mode”
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GOOSE Monitor — Beep Mode
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* Enables the engineer to focus on the
more likely causes for problems

* Details screen show the state of the
LGOS subscriptions in subscribed
devices

1EDs relatedto D2 € < 1 >

* Edge color shows Device 4 is likely
missing messages from Device 2 oo

Publication States: © Al Ssen - Sce Seen @ Nore Seen & Some cr Al Srudsted
‘Subscription States: @ Al Actve - Some Altie @ None Adive @ LGOS Mot Supported
20180417 155457.758 Startig LGOS Paling Treead

20180417 15 54.56.908 SCL version = 2007 revison = B Assuming 61850 Edton 2.
20180417 15/54.56.530 SCL vession = 2007 revison = B Assumin 61850 Eddton 2
20180417 155458.950 0L 2007 revieion = B Assuming 61950 Ediion 2.
20180417 155458 966 SCL vession « 2007, revision « B Assuming 61850 Edicn 2.
20180417 155450.982 SCL vession = 2007 revision = B Assuming 61850 Editon 2
NBG17 155458405 T

s‘\
SISOy
N ~

@




GOOSE Monitor — Beep Mode to Device 4

* Beep Mode allows the
engineer to follow the
publisher and subscriber
relationships through the
system to track down root
causes of problems
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GOOSE Monitor

* An essential tool to facilitate quicker identification of the
cause of problems in a complex GOOSE pub/sub network

* Provides an intuitive and simplified view of network

relationships and GOOSE traffic status to help the engineer
focus on what is important
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EMS Web Service Interface Using CIM

Wide Area Protection
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Migration and Integration of Wide Area and Local Protection

* Requires integrating wide area communications with devices
designed for local operation

* Protocols used over wide area networks are customized for
routers as compared to local communications

* Asimple transparent means to go to/from these 2 worlds help
with integration and allows migration of existing systems
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R-GOOSE Gateway SCL File

* Translates Ethernet Multicast
GOOSE messaging to/from IP
Multicast GOOSE (R-GOOSE)

with minimal latency R — g
onftiguration an

Control Block Transformer
* Configures with SCL and
autogenerates the necessary
GoCB and RgCBs needed on
either end of the gateway

R-GOOSE GOOSE

: _ Gateway Instance(s) -

e Supports execution of OO GOOSE
multiple gateway instances

and multiple network
interfaces R-GOOSE Gateway

-
Q
o
e
[

L=
+—

L
-
wv)
©

=2

=
>
>
|
wv)
-

[a'a]
{ =

2
+—
©
+—

(2]

N

S\
SISO
N ~

-



Transforming the world of energy using open standards
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